Privacy Concepts

CS-263 Spring 2011
Accessibility, Decision, and Informational Privacy.  Care is needed in talking about privacy, since there are several kinds, and they have different properties.  One distinction is between what it is that is private.  Accessibility privacy is about access to your person.  Earliest references to privacy in constitutional law come from an earlier technology: the camera.  Decision privacy is famously involved in the Roe vs Wade case of the right to privacy in making the decision to have an abortion.  The idea is that there are some decisions (certainly not all) that are private.  Informational privacy is about who has control over information that is about you. This is still quite a conceptual muddle.  Many of the distinctions below are an attempt to clear this up.

Normative vs Natural Privacy. Normative privacy is about what privacy you ought to have.  Natural privacy is descriptive. It is about whether you in fact have exclusive control over your information.  The legal concept of reasonable expectation of privacy is about the relationship between these two.  

Public vs Non-Public Private information.  We used to think only about non-public private information (e.g. what happens “in the privacy of your home”).  But there is public private information.  In a small town, much of your private life is public.  What you buy at the supermarket is public, but we have some expectation of privacy about it.  Can you have a reasonable expectation of privacy about what you buy at amazon.com?  
Arguments for privacy.  There are a range of different concepts of what constitutes privacy and why we should value it.  Most people think no farther than to say: “I have a right.”  This is muddled without further thought.

· Natural Right vs. Legal Right.  A natural right is what Jefferson called “inalienable.”  It cannot be given up without diminishing the person, perhaps irreparably.  A legal right is based on an agreement among people and can be revoked.  Some rights to privacy might be both.  

· Respect Based.  One way of talking about the natural right to privacy is to say that it is basic to respecting the autonomy of the individual.  This is like the role reversal test (a’la Kant).  Nissenbaum’s contextual ideas are based on respect, but respect entails different things in different contexts.
· Property Model.  The way many commercial interests talk about information is as property.  That means it is a transferable product.  This is tricky.  Often commercial entities want to treat information you give them as a product (with first sale rights – but compare with French droit de suite).  But then they want to license that information to others.  Trading back and forth between these concepts is often based simply on self-interest.

· Relational Model.  Another way of talking about the right to privacy (which applies to both natural and legal) is to say it is about a relation among individuals and information.  X has control over whether Y can access information about X.  The nature of the relationship between X and Y will determine what information they must share to establish or maintain that relationship.  See the section on Nissenbaum at the end.

· Public Good.  Many people have now made an argument that privacy is a public good that should be protected.  This is a consequentialist argument.  The books 1984 and Brave New World are fictionalezed arguments for privacy as a public good.  The world would be a poorer place without guarantees of privacy.  This value must be traded off against other values, like property values.  This is Johnson’s panopticon argument.
US vs European Privacy laws:  The US has a patchwork of laws, (e.g. HIPPA, FERPA, etc.) and no central enforcement authority.  US laws apply mostly to government, not private entities. Most European nations have privacy ministers and a comprehensive privacy law.  These laws apply to commercial and governmental entities alike.  There is some economic and political pressure to uniformity (though the outcome is uncertain).  Nissenbaum makes the argument that the American context-sensitive approach is better (though flawed in implementation).

Code of fair information practices from 1973 report of the Secretary of HEW’s report Records, Computers, and the Rights of Citizens
1) Secrecy. There must be no personal data record-keeping system whose very existence is secret

2) Open Access. There must be a way for an individual to find out what information about him or her is in a record and how it is used.

3) Consent for use. There must be a way for an individual to prevent information about him or her that was obtained for one purpose from being used or made available for another purpose without his or her consent

4) Correctable. There must be a way for an individual to correct or amend a record of identifiable information about him or her.

5) Operator Responsibility. Any organization creating, maintaining, using, or disseminating records of identifiable personal data must assure the reliability of the data for their intended use and must take precautions to prevent misuse of data

Marx & Sherizen (in Forester: Computers in the Human Context, 1991) criteria for fairness in workplace monitoring:

· Apply to monitoring the same protection that applies to pre-employment background checks; that is, permit only information directly related to the job to be collected

· Require employers to provide employees with advanced notice of the introduction of monitoring as well as appropriate mechanisms for appeal.

· Require people to verify machine-produced information before using it to evaluate employees.

· Provide workers with access to the information on themselves.

· Provide mechanisms for monetary redress for employees whose rights are violated or who are victims of erroneous information generated by a monitoring system.

· Apply a statute of limitations on data from monitoring.  The older the data, the less their potential relevance and the greater difficulty employees have in challenging the information. 

Note that these are minimal criteria.  You could ask for more, like the involvement of the employees in the design of the system or the choice of the information and its use. This sort of involvement has been clearly shown to result in better reactions (e.g. higher job satisfaction, less turnover) to workplace monitoring systems.

This is an issue of accessibility and decision privacy.  What access does an employer legitimately have to monitor your behavior on the job. What legitimate constraints can your employer place on your autonomy in deciding how to do your job? 

US Wiretap law

Probable cause and wiretaps.  A wiretap allows the law enforcement agency to listen in on conversations on a telephone line. Under standard wiretap law, in order to obtain a wiretap order, highly placed federal officials have to make the request and federal judges have to approve it.  The officials has to make the case to the judge that there is “probable cause” to believe a crime has been committed or that one is about to be committed, and that normal attempts to obtain the information have failed.  The order needs to be quite specific about for whom, where, and how long the tap will be.  Judges are also given the imperative to “minimize the interception of communication of data.”  Within 90 days after termination, targets must be notified.  There are limited exceptions to these rules for emergency situations. There are less restrictions for taping foreign nationals in the USA.  

Pen register, trap and trace and electronic communication. Less authorization is required for a “pen register” which is just a tap on the numbers that are called or a “trap and trace” a tap on the calls placed to a particular telephone.  This is analogous to just looking at to and from headers of email.  

Patriot Act. Under section 215 of the Patriot act, the probable cause requirements are loosened to “to justify an investigation for a non-citizen, it is necessary that the investigation be for the purpose of obtaining foreign intelligence information. If the investigation concerns a citizen, the standards are higher: the purpose of the investigation must be protection against international terrorism or clandestine intelligence activities” (from www.usdoj.gov. google for Patriot Act Section 215).  This search need not be reported to the target (or anyone).  Under the “sneak and peek” provisions, notification of a search is no longer required. Pen register and trap and trace authority now only have to certify that they are “relevant to an investigation.” There is a balanced article on Patriot on Slate.com.  

A Contextual Model of Privacy

In Privacy in Context: Technology, Policy and the Integrity of Social Life, Helen Nissenbaum makes an argument that privacy is not a property of information, or ownership, or of types of spaces.  Instead it is a complex mixture of contexts and rules that apply only in those contexts. 
· Contexts: structured social settings with characteristic activities, roles, relationships, norms and values. Actors: senders, recipients, and information subjects.  
· Attributes: Types of information in a context, for certain actors, that may have different informational norms (e.g. about quality).

· Transmission principles: norms or rules in a specific context that govern the expectations of persons about the transmission, transfer, and distribution of information from one actor to another.  These principles at least address 1) what kinds of information are appropriate and inappropriate and 2) how that information should be shared.
Her work is based in a social-technical analysis approach, and so it is descriptive, but it also allows one to make prescriptive privacy claims by addressing “contextual integrity.”  There is a 1) conservative presumption in favor of maintaining established transmission norms.  But these 2) can be challenged by claiming that certain transmission principles violate the integrity of the context itself (e.g. lack of confidentiality in psychotherapy undermines or destroys the practice of psychotherapy). 
Design for Privacy

Several projects in this class have been associated with this approach.  The initial code of ethics for ACM (1973) provided these design principles: 1) Minimize the data collected, 2) Limit authorized access to the data, 3) Provide proper security to the data, 4) Determine the required retention period of the data, 5) Ensure proper disposal of the data.  These are likely not sufficient.  
